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1. iHH

ARIGFEMANETHEAN MQTT HXINBELURVINBELS R, HERTEAYEM ASR1606 R7F Cat-1484H, GZLUT
FES:

WH-GM5TF-8-N40

WH-GM5TF-CT-4-N40

WH-GM800TF-8-N41

WH-GM800TF-CT-4-N41

WH-LTE-7S0-CT-4-N41

WH-LTE-751-CT-4-N40*

E: BWRRALRDP,

2. ATHESE

= 1. ATiESE
Fs Be ReHEIAR

MQTT #HXE<L
1 AT+WKMOD i/ IRETEER
2 AT+MQTTCFG &if/IRE MQTT LBk BB REFIR
3 AT+MQTTPUBTP &if)/IRE MQTT R S#
4 AT+MQTTSUBTP RE/EW MQTT THER
5 AT+MQTTWILL Eif)/iIRE MQTT ZEIBHR
6 AT+MQTTMOD &) /I8 E MQTT B O&MER
7 AT+MQTTVER Fif /IR E MQTT JRAK
8 AT+MQTTSVR &) IR E MQTT AR5 25 E &bt
9 AT+MQTTCID &if)/IRE MQTT EFix ID
10 AT+MQTTUSER Bif)/IREMQTTEFRAFE
11 AT+MQTTPSW &if)/iRE MQTT EF P&
12 AT+MQTTSTA i) MQTT BEERE

B REXES
13 AT+ALIREGION Bif)/IREMFER
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14 AT+ALIPRODKEY EH/EETmES
15 AT+ALIDEVSEC EH/EBIRERH
16 AT+ALIDEVNAME i/ 1RBIRERBIR
17 AT+ALIDEVID EH/REIRF ID
SSL/TLS A%<
18 AT+SSLEN EiF/I&E SSL FEERES
19 AT+SSLCRT 88 SSL iEP
20 AT+SSLAUTH Eif/I&E SSL NEAR
21 AT+SSLCFG Eif)/i&8E SNIIRF
2.1. AT+WKMOD
WEA R~IE5&EFE
INgE Eif/IRETFEDR
AT+WKMOD=?
AT+WKMOD=?{CRHLF}
+WKMOD:<CMD,NET,HTTPD
5L {CRHLF}+WKMOD:<mode>{CR}HLF}
,MQTT(NOR,ALI)>
{CRHLF}OK{CR}{LF}
OK
AT+WKMOD?
AT+WKMOD{CR}gf AT+WKMOD?{CR}
+WKMOD:NET
=it {CRHLF}+WKMOD:<mode>{CR}{LF}
{CRHLF}OK{CR}{LF}
OK
AT+WKMOD=NET
AT+WKMOD=<mode>{CR}
®E
{CRHLF}OK{CR}{LF}
OK
2%
THEER
mode CMD: 15418 2RIA9 NET
NET: WML BEER

CHAMER B A
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HTTPD: HTTPD #&=
MQTT:MQTT T{EfE=
MQTT,NOR:MQTT T{Et&E=

MQTT,ALI:MQTT ALI TEE=

2.2. AT+MQTTCFG

588 ~S&EE
I e EFif]/1RE MQTT LBKBE B REFRE
AT+MQTTCFG=?
AT+MQTTCFG=?{CR}
+MQTTCFG:<0~65535>,<0,1
521 EA {CR{LF}+MQTTCFG:<keepalive>,<cleansessio
>
n>{CR}{LF} {CR{LF}OK{CRHLF}
OK
AT+MQTTCFG
AT+MQTTCFG{CR}&}
AT+MQTTCFG?{CR}
& +MQTTCFG:60,0
{CRHLF}+MQTTCFG:<keepalive>,<cleansessio
n>{CR}LF} {CRH{LF}OK{CR}{LF}
OK
AT+MQTTCFG=120,0
AT+MQTTCFG=<keepalive>,<cleansessio
RE n>{CR}
{CR}HLF}OK{CR}{LF}
OK
S
keepalive MQTT LBk EA 60
SEE: <0~65535>
cleansession BREFRE 2N 0
<0,1>
0: XHABEREFIRIR

CHAMBE | g A
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1. FRBREFRR

2.3. AT+MQTTPUBTP

i8R TS EE

IR Eif /iR E MQTT Xt &#

AT+MQTTPUBTP=?

AT+MQTTPUBTP=?{CR}
+MQTTPUBTP:<1~10>[,<0,1>
{CRHLF}+MQTTPUBTP:<pubnum>,<puben>,<t
B ,<1~12
opic>,<qos>,<retained>{CRHLF}
bytes>,<0,1,2>,<0,1>][,<0,1>]

{CRHLF}OK{CRHLF}
OK
AT+MQTTPUBTP
+MQTTPUBTP:
1,1,/PubTopic1,0,0,0
2,0,/PubTopic2,0,0,0
AT+MQTTPUBTP{CR}g} 3,0,/PubTopic3,0,0,0
AT+MQTTPUBTP?{CR} 4,0,/PubTopic4,0,0,0
i {CRYLF}+MQTTPUBTP:<pubnum>,<puben>,<t 5,0,/PubTopic5,0,0,0
opic>,<qos>,<retained>{CRHLF} 6,0,/PubTopic6,0,0,0
{CRHLF}OK{CRHLF} 7,0,/PubTopic7,0,0,0

8,0,/PubTopic8,0,0,0
9,0,/PubTopic9,0,0,0

10,0,/PubTopic10,0,0,0

OK

AT+MQTTPUBTP=<pubnums,<pubens,<t AT+MQTTPUBTP=2,1,TESTO0

RE 01
opic>,<qos>,<retained>{CR} el
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{CRHLF}OK{CRHLF}
oK
2%
pubnum FHEHES<1-10>
puben A f{ERE<0,1> 1 BATF, EREAX
Zij
topic EKmEEZ /PubTopicN(N HEEFS
SEE: 0~128 % Num)
gos REFREFR 2N 0
gos 0 , Atmostonce, EZ—X;
gos 1, Atleastonce, E»—X;
gos 2, Exactly once, HERRE—X
retained RBHER 2L 0
retained 0 EHTiE#HE MQTT RS HY, A%
ERKZTARTER;
retained 1 E#EE MQTT lRBZHY, TE
BWZTBRMER;
2.4. AT+MQTTSUBTP
588 T~ 5EE

InRE RE/EH MQTT ITRER

AT+MQTTSUBTP=?

AT+MQTTSUBTP=?{CR}
+MQTTSUBTP:<1~10>[,<0,1>
5L 88 {CRYLF}+MQTTSUBTP:<subnum>,<suben>,<t
,<1~128 bytes>,<0,1,2>]
opic>,<qos>{CRHLF} {CRHLF}OK{CR}HLF}

OK
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AT+MQTTSUBTP

+MQTTSUBTP:
1,1,/SubTopic1,0
2,0,/SubTopic2,0

3,0,/SubTopic3,0
AT+MQTTSUBTP{CR}=§
4,0,/SubTopic4,0
AT+MQTTSUBTP?{CR}
&if 5,0,/SubTopic5,0
{CRHLF}+MQTTSUBTP:<subnum>,<suben> <t
6,0,/SubTopic6,0
opic>,<qos>{CR}{LF} {CRHLF}OK{CRHLF}
7,0,/SubTopic7,0

8,0,/SubTopic8,0
9,0,/SubTopic9,0

10,0,/SubTopic10,0

OK

AT+MQTTSUBTP=1,1,TESTO1
AT+MQTTSUBTP=<subnum>,<suben>,<t

RE opic>,<qos>{CR} o
{CRHLF}OK{CRHLF}
OK
28
subnum FEHS<1-10>
suben 1T £ /E<0,1> EF 1 ERINTH, EREOAX
2]
topic ITAESBZ /SubTopicN(N A FS
SEE: 1~128 F% Num)
gos REFREFR 2A 0

0, At mostonce, EZ—X;
1, Atleastonce, EM—)K;

2, Exactly once, BRI\ —IX;

%g@ﬂfﬂ‘ﬁ*lﬂﬁﬁA WWW. USTr. cn



http://www.usr.cn/

2.5. AT+MQTTWILL

1606 2% MQTT #{EiER

iEA ~E5&EE
e EFif/iRE MQTT BIEER
AT+MQTTWILL=?
AT+MQTTWILL?{CR}
+MQTTWILL:<0,1>[,<1~128
{CRHLF}+MQTTWILL:<willen>,<topic>,<qos>,<r
52 bytes>,<0,1,2>,<0,1>,<1~128
etained>,<msg>
bytes>]
{CRHLF} {CRHLF}OK{CRHLF}
OK
AT+MQTTWILL
AT+MQTTWILL{CR}=}
AT+MQTTWILL?{CR} +MQTTWILL:0,/will,0,0,0fflin
&Eif {CR{LFH+MQTTWILL:<willen>,<topic>,<qos>,<r e
etained>,<msg>
{CRHLF} {CRHLF}OK{CR}HLF} oK
AT+MQTTWILL=0,/will,0,0,off
AT+MQTTWILL=<willen>,<topic>,<qos>,<r
line
RE etained>,<msg>{CR}
{CRHLF}OK{CRHLF}
OK
¥
willen EEEREE, 0-Xi|, 1-F8 AR O
topic BIEEHM, %K 128 F7, 2N /will”
qos RFREFR AR O
0 , Atmostonce, EZ—X;
1, Atleastonce, ED—IX;
2, Exactly once, BRI\ —IX;
retained REBHER AR 0,% A

retained 0 EFIEZE MQTT IRF B, AFE

= 5 AYIEER
K BR frigeE

EXM B A
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BRIZEFIRHER;
retained 1 EHIEZE MQTT IRF B, TEZ

WiZEBRIER

msg ZEEER 2RIN “offline”

BE: 1~128 %

2.6. AT+MQTTMOD

i8R T~SEE

IneE Fif) /IR E MQTT BOMEHER

AT+MQTTMOD=?
AT+MQTTMOD=?{CR}
152188 {CRHLF}+MQTTMOD:<mode> +MQTTMOD:<0,1>
{CRHLF} {CRHLF}OK{CRHLF}

OK

AT+MQTTMOD=?

AT+MQTTMOD{CR}=;
AT+MQTTMOD?{CR} +MQTTMOD:0
&if
{CRHLF}+MQTTMOD:<mode>
{CRHLF} {CR}{LF}OK{CR}{LF}
OK
AT+MQTTMOD=0
AT+MQTTMOD=<mode>{CR}
wE
{CRHLF}OK{CRHLF}
OK
2
mode 0: BEERX (BA) , FFEIREREER ZiNA 0

RiEHYE, ~FIW: <payload>
1: HRER, PRAR—FTHREHIE, =
N : <pubnums>,<payload>
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2.7. AT+MQTTVER

48R ~E5&EE
Ihge /IR E MQTT RA
$ELER AT+MQTTVER=?{CR} AT+MQTTVER=?
{CRHLF}+MQTTVER:<ver>{CR}LF}
{CRHLF}OK{CR}{LF} +MQTTVER:<3,4>
OK
AT+MQTTVER?
AT+MQTTVER{CR}Z; AT+MQTTVER?{CR}
+MQTTVER:3
&if {CRHLF}+MQTTVER:<ver>{CR}{LF}
{CRHLF}OK{CR}{LF}
OK
AT+MQTTVER=4
AT+MQTTVER=<ver>{CR}
RE
{CRHLF}OK{CR}{LF}
OK
2%
ver MQTT hRAS EIAA 3
Protocol level 3, 3.1
Protocol level 4, 3.1.1
2.8. AT+MQTTSVR
i8R ~l5&EE
IngE T /1R E MQTT fRS =&t

GCHAMER | g A
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AT+MQTTSVR?{CR}

AT+MQTTSVR=?

+MQTTSVR:<1~128

5L ULEA {CRHLF}+MQTTSVR:<server>[,<port>]{CRHLF}
bytes>,<1~65535>
{CRHLF}OK{CR}LF}
OK
AT+MQTTSVR
AT+MQTTSVR{CR}&}
AT+MQTTSVR?{CR}
Eif +MQTTSVR:mqtt.usr.cn,1883
{CRHLF}+MQTTSVR:<servers>[,<port>]{CRHLF}
{CRHLF}OK{CR}LF}
0K
AT+MQTTSVR=test.usr.cn,2317
AT+MQTTSVR=<server>[,<port>]{CR}
RE
{CRHLF}OK{CR}LF}
OK
B
server MQTT ARS8 ik RN A matt.usr.cn
Birttil, X#FFHE, SBE: 1~128 F15
port A 2RIA 1883
<1~65535>
2.9. AT+MQTTCID
i8R ~EEE
Ihee i)/ E MQTT &F % ID
AT+MQTTCID=?
AT+MQTTCID=?{CR}
1E< R A {CRHLF}+MQTTCID:<clientid>{CR}{LF}

{CRHLF}OK{CRHLF}

+MQTTCID:<1~128 bytes>

OK

o

AAMRE BRI A A
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AT+MQTTCID{CR}&%

AT+MQTTCID?{CR}

AT+MQTTCID

+MQTTCID:02400122052700

o {CRHLF}+MQTTCID:<clientid>{CR}LF} 000529
{CRHLF}OK{CR}LF}
OK
AT+MQTTCID=024001220527
AT+MQTTCID=<clientid>{CR} 00000529
RE
{CRH{LF}OK{CR}LF}
OK
B
clientid MQTT & F i ID BIAAIRER SN

BE: 1~128 2%

(ASR1606 EH#EMIZIESEE
®ER SN, FREBFEFHZINAR

RIEBHERPAZ, IR EANEH

BHHIEMN)
2.10. AT+MQTTUSER
88 ~E5&EE
Ih&e BH/IRE MQTTEFAFPS
AT+MQTTUSER=?
AT+MQTTUSER=?{CR}
{CRHLF}+MQTTUSER:<username>
B +MQTTUSER:<1~128 bytes>
{CR}{LF}
{CRHLF}OK{CR}LF}
OK
AT+MQTTUSER{CR}3k AT+MQTTUSER
AT+MQTTUSER?{CR}
& 1] {CRH{LF}+MQTTUSER:<username> +MQTTUSER:usr.cn
{CR}HLF}
{CRHLF}OK{CR}LF} OK

o

WWW. usr. cn
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AT+MQTTUSER=usr.cn
AT+MQTTUSER=<username>{CR}

BE
{CRHLF}OK{CRHLF}
OK
2
username MQTTEFRFZ 2RIA A usr.cn
TE: 1~128 F%H
2.11. AT+MQTTPSW
1488 R~ 5&E

InRE EiF/IRE MQTTEFHEFED

AT+MQTTPSW=?
AT+MQTTPSW=?{CR}

{CRHLF}+MQTTPSW:<password

$ELER +MQTTPSW:<1~128 bytes>
>{CRHLF}
{CRHLF}OK{CR}LF}
OK
AT+MQTTPSW{CR}g} AT+MQTTPSW
AT+MQTTPSW?{CR}
Eif {CRHLF}+MQTTPSW:<password +MQTTUSER:usr.cn
>{CR}LF}
{CRHLF}OK{CRHLF} OK

AT+MQTTPSW=usr.cn
AT+MQTTPSW=<password>{CR}

RE
{CRHLF}OK{CR}{LF}
OK
2¥
password MQTT EF B F %1 ZRINA usr.cn

BE: 1~128 %%
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88 ~E5&EE
Inge i MQTT BIEERE
AT+MQTTSTA=?
AT+MQTTSTA=?{CR} +MQTTSTA:<CONNECTION,
FE<1H8A {CRHLF}+MQTTSTA:<connection>{CR}LF} DISCONNECTION>
{CRHLF}OK{CR}{LF}
OK
AT+MQTTSTA
AT+MQTTSTA{CR}=
AT+MQTTSTA?{CR}
i +MQTTSTA:"DISCONNECTION"
{CRHLF}+MQTTSTA:<connection>{CR}{LF}
{CRHLF}OK{CR}{LF}
OK
2H
connection HEANERRE; 2R3N DISCONNECTION, i&#E

CONNECTION B3 ;

DISCONNECTION &

ARINEZ A CONNECTION,

REEBAREIRE.

2.13. AT+ALIREGION

5 8A ~5EE
e T IREMIFHER
AT+ALIREGION=?
AT+ALIREGION=?{CR}
FE<1HEA {CRHLF}+ALIREGION:<regionid>{CR}HLF} +ALIREGION:<1~32 bytes>

{CRHLF}OK{CR}{LF}

OK

CHAMBE | g A

WWW. usr. cn



http://www.usr.cn/

1606 2% MQTT #{EiER

AT+ALIREGION{CR}5k

AT+ALIREGION=?

AT+ALIREGION?{CR} +ALIREGION:
=i
{CRHLF}+ALIREGION:<regionid>{CR}{LF}
{CRHLF}OK{CR}{LF}
OK
AT+ALIREGION=cn-shanghai
AT+ALIREGION=<regionid>{CR}
RE
{CR}HLF}OK{CR}{LF}
(0] ¢
¥ iR ~5&EE
regionid HIFHER KiAn=E
2.14. AT+ALIPRODKEY
i8R ~S&EE
IngE B /REREREM
AT+ALIPRODKEY=?
AT+ALIPRODKEY=?{CR}
<A {CRHLF}+ALIPRODKEY:<productkey>{CR}LF} +ALIPRODKEY:<1~20 bytes>
{CRHLF}OK{CR}{LF}
(0] ¢
AT+ALIPRODKEY=?
AT+ALIPRODKEY{CR}5k
AT+ALIPRODKEY?{CR}
&Eif) +ALIPRODKEY:
{CR}YLF}+ALIPRODKEY:<productkey>{CRHLF}
{CRHLF}OK{CR}{LF}
OK
AT+ALIPRODKEY=abcd
AT+ALIPRODKEY=<productkey>{CR}
RE

{CRHLF}OK{CR}LF}

OK

CHAMBE | g A
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2¥
productkey RERM KAz
2.15. AT+ALIDEVSEC
48R ~5&EE
IngE TR EIREEH
AT+ALIDEVSEC=?
AT+ALIDEVSEC=?{CR}
51788 {CRHLF}+ALIDEVSEC:<devsec>{CR}LF} +ALIDEVSEC:<1~64 bytes>
{CRH{LFJOK{CR}{LF}
OK
AT+ALIDEVSEC
AT+ALIDEVSEC{CR}&}
AT+ALIDEVSEC?{CR} +ALIDEVSEC:
=i
{CRHLF}+ALIDEVSEC:<devsec>{CR}LF}
{CRHLF}OK{CR}LF} oK
AT+ALIDEVSEC=abcd
AT+ALIDEVSEC=<devsec>{CR}
RE
{CRH{LF}OK{CR}{LF}
OK
¥
devsec REZH HINAT
2.16. AT+ALIDEVNAME
488 ~E&EE

WWW. usr. cn
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e B/ IREIREEWR
AT+ALIDEVNAME=?
AT+ALIDEVNAME=?{CR}
+ALIDEVNAME:<1~32 bytes>
B {CRHLF}+ALIDEVNAME:<devname>{CR}{LF}
{CRHLF}OK{CR}LF}
0K
AT+ALIDEVNAME
AT+ALIDEVNAME{CR}&}
AT+ALIDEVNAME?{CR} +ALIDEVNAME:
=i
{CRHLF}+ALIDEVNAME :<devname>{CR}{LF}
{CRHLF}OK{CR}LF} 0K
AT+ALIDEVNAME=abcd
AT+ALIDEVNAME=<devname>{CR}
RE
{CRHLF}OK{CR}LF}
0K
B
devname REZR KiAR=E
2.17. AT+ALIDEVID
iEA ~HS5&EE
e B /IREIRE ID
AT+ALIDEVID=?
AT+ALIDEVID=?{CR}
e LA {CRHLF}+ALIDEVID:<ID>{CR}{LF}

{CRHLF}OK{CRHLF}

+ALIDEVID:<1~24 bytes>

OK

GCHAMER | g A

WWW. usr.
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AT+ALIDEVID=?
AT+ALIDEVID{CR}5k
AT+ALIDEVID?{CR} +ALIDEVID:
&3
{CRHLF}+ALIDEVID:<ID>{CR}HLF}
{CRHLF}OK{CR}LF}
OK
AT+ALIDEVID=123
AT+ALIDEVID=<ID>{CR}
®BE
{CRHLF}OK{CR}LF}
OK
28
ID %% ID KINMEAZBHERIEE SN
2.18. AT+SSLEN
1 B R~ 5&E
INgeE Eif) /&8 SSL FRERES
AT+SSLEN=?
AT+SSLEN=?{CR} {CRHLF}+SSLEN:<sta>{CR}{LF} +SSLEN:<ON,OFF>
18R EE
{CRHLF}OK{CR}LF}
oK
AT+SSLEN=?
AT+SSLEN{CR}=
Eif AT+SSLEN?{CR} {CRHLF}+SSLEN:<sta>{CR}{LF} +SSLEN: OFF
{CRYLF}OK{CR}LF}
OK

SOEABR g A ww¥. usT. cn
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AT+SSLEN=0ON
AT+SSLEN=<sta>{CR}
RE
{CRHLF}OK{CRHLF}
OK
2#
sta ON:F /3 ZXiA A OFF
OFF: %
2.19. AT+SSLCRT
i8R ~M5&EE
Inge %8 SSLiEP
AT+SSLCRT=?
AT+SSLCRT=?{CR}
+HTTPSCRT:<0~2>,<1~2900
5L 88 {CRHLF}+SSLCRT:<crt_code>,<crt or key>{CR}HLF}
bytes>
{CRHLF}OK{CRHLF}
OK
AT+SSLCRT=<crt_code>,<crt or key> AT+SSLCRT=0,ABCD
RE {CR}
{CRHLF}OK{CRHLF} OK
2H
crt_code 0:CA_CRT RS &IEP
1:CLIENT_CRT EFiHiEH
2:CLIENT_PRIVATE_KEY FA%H
crt or key EBASB
2.20. AT+SSLAUTH
i8R ~MS5&EE
Inge EiF/RE SSLINEA R

o

AAMRE BRI A A

WWW. usr.
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AT+SSLAUTH=?

AT+SSLAUTH=?{CR} +SSLAUTH:<NONE. PEER,
5B {CRHLF}+SSLAUTH:<type>{CR}{LF} ALL>
{CRHLF}OK{CR}LF}
oK

AT+SSLAUTH=?
AT+SSLAUTH{CR}=%

AT+SSLAUTH?{CR}

&if +SSLAUTH: NONE
{CRHLF}+SSLAUTH:<type>{CR}HLF}

{CRHLF}OK{CRHLF}
OK

AT+SSLAUTH=NONE
AT+SSLAUTH=<type>{CR}

BE
{CRHLF}OK{CRHLF}
OK
2
type NONE: REHIEIEH
PEER: IIFIFHARSS 25
ALL: XX[a)56HIE
2.27. AT+SSLCFG
488 ~S5&EFE
Inge FFiE /% SNI R
AT+SSLCFG=?{CR} {CR}{LF}+SSLAUTH:<SNI AT+SSLCFG=?
STATUS>,<Unknown>,<Unknown>,
<Unknown>{CRHLF} +SSLCFG:<ON,OFF>,<ON,OFF>,
521 EA
{CRYLF}OK{CR}HLF} <ON,OFF>,<ON,OFF>
F: NE—NSHER, HRSHRE, LTI oK
BY, AO5
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AT+SSLCFG{CR}=} AT+SSLCFG?

AT+SSLCFG?{CR} {CR{LF}+SSLCFG:<SNI

STATUS>,<Unknown>,<Unknown>, +SSLCFG: OFF,OFF,OFF,OFF
&Eif <Unknown>{CRHLF}
{CRHLF}OK{CRHLF} OK
E: RE—TBSHEN, ERSHRE, X
BX, A0

AT+SSLCFG=0ON
AT+SSLCFG=<type>{CR}

RE
{CR}{LF}OK{CR}{LF}
oK
B
type ON:FF/3 SNI iR

OFF: (i) SNI R 5!

3. MQTT &S
3.1. 5 MQTT EHRFZ[EE

£S5 MQTT RS =[BEZHT, TELBEHAREN MQTTER, BEHIESH AT+WKMOD=MQTT,NOR{CR}, H${CR}
AREFS,
3.1.1. MQTT EEER

ERZIRN, AFPEERMNRER 2 PATNSY, HERES ATHS 7/, REZEEARESHENENEHEER
FBPAEEN MQTT BRSSeE. AP ERASOLEXNEIEREN MQTT payload HEB M EHB RN AMEE D, X
£ MQTT fR$5 8, SFURS NN, HURKRNERHESPEBRD I AE MQTT fRSSR. SRARIE MQTT BrS=[L%H
KOVEIER, SEERETHRIRMTAER, WEASXEIRHITEN, FH¥ MQTT payload #iE BTN & Ok,

X FARRDEBRS MQTT payload EIFEHTRIFVNAGR, EAZRI o] LASLI & SRR R HTLIE,

x 2. HSiHEMQTT EEEXNSHIREA

SHEWR XFR S &ix
BRS5 2RI Z 5K IP AT+MQTTSVR I
AR 55 28 i%H 0 AT+MQTTSVR HiE

> B AMEER s
AN BRA HESE H*W]HﬁA WA o WBIE
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MQTT BF & AT+MQTTUSER EIE, MIRBEARES

MQTT 215 AT+MQTTPSW EIE, MIRBEADES

Client ID AT+MQTTCID WiE, BRIESNEFE Client ID f9E—4
MQTT AR S5 28 AR A AT+MQTTVER oJik 3.1 UK 3.1.7, TJR{ERSS SRMAHEITIERR
PILIES - AT+MQTTSUBTP XPFRZIRE 10 MER-E

RfERR AT+MQTTPUBTP XFRZIRE 10 M ER

RiE AT+MQTTMOD ®EA MQTT BEEL

x: BYRERBESE ATESEED

3.1.2. MQTT EEZRER Wi = H

MR E I TR
MOTTERSEE
=3 MQTT FXEFiR
A “ MQTTEEE MQTTERE
=

1EAEERANSY, BERBRNTHR, RAEPEABREFRRRBOLKZLARANKE, EAREFHRRERESR
EORBOEE, EARML //REIETSRIER,
+++ /WS BABANIGHESEXNRRE, ZREEKHERUSESNEARBE--->EORERXET

a
a
+ok

AT+WKMOD=MQTT,NOR //lt ZBig BERAN TIEER

AT+WKMOD=MQTT,NOR

OK

AT+MQTTSVR=47.93.32.32,1883 //IltFEi& MQTT fRS5=8 IP (8) LAKRIKO

AT+MQTTSVR=47.93.32.32,1883

OK
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AT+MQTTUSER=HEHEHE //1lt &% MQTT RS :EAF A

AT+MQTTUSER=HEHEHE

OK

AT+MQTTPSW=123456 //ItFBi& MQTT IRS5 28 %59

AT+MQTTPSW=123456

OK

AT+MQTTCID=02401322081900001968 //1tt > %1% MQTT Client ID, ItREAEHE S HI SN 4EA Client ID

AT+MQTTCID=02401322081900001968

OK

AT+MQTTVER=4 //Ilt & MQTT fRSZ=/IRA A V3.1.1

AT+MQTTVER=4

OK

AT+MQTTSUBTP=1,1,/SubTopic1,0 //tFBHKITHHER, WLAERITHER 1, REEBME N /SubTopicl

AT+MQTTSUBTP=1,1,/PubTopic1,0

OK

AT+MQTTPUBTP=1,1,/PubTopic1,0,0 // It F BRI ERE, WLEREAMER 1, REEMEZA/PubTopicl

AT+MQTTPUBTP=1,1,/PubTopic1,0,0
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OK

AT+MQTTSUBTP=1,1,/SubTopicl,0 // It ZBEFHIR KMV ER, LLERRAHER 1, REEMEA/PubTopicl

AT+MQTTSUBTP=1,1,/SubTopic1,0

OK

AT+MQTTMOD=0 //ltZBiZE MQTT BEERRX N EERN

AT+MQTTMOD=0

OK

AT+S /WS BRAF LEREANNSHHAER, ERZEERASTBEHNKMAEEES MQTT lRSH

AT+S

OK

pE

ZH T MQTT RSB[R IRV LEANRS R, AMRIEKBEY, ENEFERABCHNRSHRFTNKL, XE
RABRR AR, FAE BIARAIPIRSBF[HB R,

EFITRMAMESRN, JUKSRE10MEE, IIBRRNAFRAMER 1M 2, FIREER 1 4/PubTopicl,
=+ 2 A/PubTopic2, NEBREFHSRIES AT+MQTTPUBTP=1,1,/PubTopic1,0,0 i1 AT+MQTTPUBTP=2,1,/PubTopic

2,00 , REFESFHE, FIREH,

288 MQTT.fx ZFi% (MQTT.fx 22— & TF Eclipse Paho, {#F Java ESHEHN MQTT X TR, i@
Topic ITHMAMER, RITATHERZRGEERESF[AIIEESE, ) . RERS:E IP. O, ClientID, AFA&.
B, REBZERIN, AE AT Connect IRHIEZEZI RS, R/E1THEM/PubTopicl, M TEFMR.

%g@ﬂ?ﬂ‘ﬁ*ﬂﬁﬁA WWW. USTr. cn
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I MQTT.fx - 1.3.1 - o X
File Extras Help

B ~ - £ oisconnect [ )

tion Profil

OB Subscribe  Scripts  Broker Status  Log a7
M2M Eclipse Connection Profile

QoS1 Qos2  Retained

Profile Name | 47 o
Broker Address | 47.93.32.32 //

Broker Port| 1883 BEEIP. %[, Client ID

ClientID | 8b16237c4b042c79d3817dba27fdd | Generate

User Credentials SSL/TLS Proxy Last Will and Testament

Connection Timeout | 30
Keep Alive Interval | 60
Clean Session /.

MQTT Version v/ Use Default

Clear Publish History

Clear Subscription Hi...

+ - Revert OK  Apply

W) MQTT.Ax - 1.3.1 = o 2%

File Exras Help

k - & EEEN osconneat )

Subscribe  Scripts  Broker Status Log 47
M2M Eclipse Connection Profile

QoS1 Qos2  Retained
Profile Name | 47

Broker Address | 47.93.32.32
Broker Port 1883

ClientID  8b16237c4b042c79d3817dba27fdd = Generate

General BSSSR@EGENIEIRY SSL/TLS  Proxy  Last Will and Testament /

o TR /

EERFS] Z5

Password

- Revert OK | Apply

le  Extras  Help

47 -

Disconnect [ ]

Publish Scripts  Broker Status  Log

r ta 23D qos1 0o

% | AR BRIt E A WWW. UST.cn

M) TR BE HEAE
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F OB MQTT.fx- 1.3.1

File Extras Help

‘ 1 Disconnect m .

Publish Scripts  Broker Status log
/PubTopic1 ~ L) qos1 qes2

JSON Hex Basebd
A} Ay - LN Al
3B HEAEE MQTT.fx KEEIRE
[ FEAmE B emstramaen Topien = T
AR AR opict i
Dump Mess...  M... /PubTopict
FHisN EHIMEL FHiFIccD HifE
/PubTopicl
HiRSEE RIFEEH ARELT RS BEER
~ - b = ’ /PubTopicl
Madii  [IHex  faur:2688 Bizit# JPubTopict
>[Tx->][17:43:45][asc]
data send from module HAYEER] /PubTopicl
/PubTopicl
= QoS0 30-12-2022 17:43:45636...
= data send from module HAMERF |
data send from module FABBF MQTT fxdsEiliz
TEERIE
@I son Hex Base64
BEHRORE - [JHex  %i%:330 O g -

4.5@33 MQTT.fx M1E4H &% EIE
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AR 1 e 2 A3 - SCFHHR - ERER- MR-
Y] @ xmen ST
hfTad RIET T File Extras Help
[ pmunes B emxarraes [ ] Disconnect
HNERBRS HAERIATS JM m Subscribe Scripts  Broker Status  Log
i M Publish Q0¢ 0 =3
R mitHtE TEME TENES BARE R Sibrepict | Publish” ] G o1

= |data <end fromMQTT fx BAMER |
B HEEH EHRE BEES =

]‘ & HER - Blints AT RS
|
>[Rx<-][17:37:06][asc]

| data send fromMQTT fx B APIEER
TRLAEER ™

| Il 1]

SR e e © BEDNOL Hiox- - ———0

3.1.3. MQTT B RIER

EMQTT A RERT, BPOLMERMIRITIA. KA EBETHIREER, BUMERIRMRBNITH. 2% ERHTH
EiEE . FIRITH. KAMEERIRAER AT #5< AT+MQTTSUBTP #1 AT+MQTTPUBTP IRBM X, %ZSHIREZEHE
F AT+S XMSHGETRTE, BRBSHAEXL, KNETBREEBREERT, REEENHBEEIHTIRINITHE. KHEBH
RE, REZEEFERINEY, BEEFEZEAMRE, FEHRE. MRETENIRHKENERJURNER, TEXHR
RITH., KA THRTHEERNERIRTRENITHE. RHEBHTHEBEASINE,

SERMIRITH., xmES#HTHEERN, XABRENR#THE LR, 88 num,payload, num BIATIRE
BHE<L AT+MQTTPUBTP thEyZ4 pubnum, payload BIAE LENEIE, RN T REIEN, #IEHEINA num,payload,
num BIARIEEBIES AT+MQTTSUBTP &4 subnum, payload BIA T & BIEIE,

FERIRNIRENITRE. RAEBETHEERN, XABREMEIHTHIE LR, =X num,flag,topic,qos,retain,
payload, E® num #] flag FIRENEEME 0, topic AEHE, qos AEREFR, retain MHSREBMN (0XF, 1 FR),
payload A payload 8. IGEITREFITEER A num,flag,topic,qos., HEf num FEREANEEE 0, flag AITIHER
FAL (1475, 23BiT) , topic AEHZ, qos AREEFR,

> H AMIELF s
badn e BB A WWW. UST. Cch
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& 3. MQTTHAREXNSHIRA

BHER POPVE=RES &
ARS5 282 IP AT+MQTTSVR i
BR55 &8RO AT+MQTTSVR WE
MQTT BF& AT+MQTTUSER BE, MRBEAVES
MQTT %43 AT+MQTTPSW BE, MRBEABES
Client ID AT+MQTTCID WE, FRIESTEFE Client ID fyKE—4
MQTT RSS2 ARA AT+MQTTVER oJiE 3.1 AR 3.1.1, oIREARS SBRAHITIES
TR ER AT+MQTTSUBTP XRHREWR 10 PER
EmER AT+MQTTPUBTP XFRZSWMIR 10 MR
RaE AT+MQTTMOD REA MQTT N REX

3.1.4. MQTT B RER Wi =Y

MR E TR
MQTTEESEE
¥ e MQTT FX&EFim
CmE “ MQTTEES MQTTEGE
EimaE

1BARERANSY, RERBNTHR, REPERAEEFAALREOKAILEANLE, FREZEFZHAREFREA
SEORHNEE, EAXML //RENIENTTRIVER,
+++ /WS BABANIGHESEANRE, ZRERKHERTSENNEARER-->EORER/XED

a
a
+ok

AT+WKMOD=MQTT,NOR //lt ZBig BERAN TIEER

AT+WKMOD=MQTT,NOR

OK
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AT+MQTTSVR=47.93.32.32,1883 //IltFHi& MQTT fRS5=8 IP (8) PARIKO

AT+MQTTSVR=47.93.32.32,1883

OK

AT+MQTTUSER=HEHEHE //1lt &% MQTT RFZ A F A

AT+MQTTUSER=HEHEHE

OK

AT+MQTTPSW=123456 //ItFBi& MQTT fRS5 282559

AT+MQTTPSW=123456

OK

AT+MQTTCID=02401322081900001968 //1ltFEi& MQTT Client ID, Itt&FEREABEFH SN /£ Client ID

AT+MQTTCID=02401322081900001968

OK

AT+MQTTVER=4 //IltF & MQTT fRSZ=/IRA A V3.1.1

AT+MQTTVER=4

OK

AT+MQTTSUBTP=1,1,/SubTopic1,0 // It FBIKITHAER, HLAERITHER 1, REEME N /SubTopicl

AT+MQTTSUBTP=1,1,/PubTopic1,0
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OK

AT+MQTTPUBTP=1,1,/PubTopic1,0,0 // It ZBIR &AMV ERE, MAEREAMER 1, REEHE N /PubTopicl

AT+MQTTPUBTP=1,1,/PubTopic1,0,0

OK

AT+MQTTSUBTP=1,1,/SubTopic1,0 // I FBIIR KM ER, WLERLAHBER 1, REEBME N /SubTopicl

AT+MQTTSUBTP=1,1,/SubTopic1,0

OK

AT+MQTTMOD=1 // It ZBI&E MQTT BERERX AT KRN

AT+MQTTMOD=1

OK

AT+S /WP BRAF LEREANNSHHAER, ERZEERASTBENKMAEEE MQTT ;RS H

AT+S

OK

ERFEIUESE (MQTT ERENNILRM ] HXHER, REER,

21RE MQTT.IX BEF IR, REGES IMQTT BERANKRG ] pEFHKIRESTERRE, FBER,
3ERATIR A M EBKHITEIERIX
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[\ R &S B astennass m SCHpte Bickes sTatisgloy
HAmBI HARATS = o8 1082
g | /PubTopicl
SN HHAIMEL FiFICCID FiEE U Mes_ il N /PubTopic1
. EHESEE Brsd WELTEE BERER /PubTopicl
M atig# [JHex  $&l:3862 Bfuit#h /PubTopic1
| /PubTopic1
>[Tx->][18:25:57][asc]

1,data send from module HAER /PubTopic1

Y /PubTopic1

0aS0 30-12-2022 18:25:58.663...
data send from module HAHEKF

| 1,data send from module HAWER

= BRERAIX MQTT fxfzig

@  sson Hex Baseb4
BLEBORE ~ [JHex  %iX:658 Qs ~ | .

4 {5 A FURT I E R AT EAR IR IR

stustat it 4 g Disconnect
TS BT &
[\ FRNESs B assiennass : Subscribe  Scripts  Broker Status Log
EARES AR »_/subTopict : (

data send fromMQTT fx EAMIER |
fmizadiE] EHIMEL EHENSH HiAE

BEeEE BEES EETEE MQTT fx&iE

MediE  [JHex  #ih:106
>[Rx<-1[18:29:37][asc]
|1,data send fromMQTT fx A AMEER |

R

Euit#

5.8 A IS & EESRHTHIE R X, KX Z B0 5% 557 MQTT fx 4 ERANTFZER, EXEBEEXEA linshifabul,

WEHSRER E -
B B aEtanrass | Publish Scripts  Broker Status Log
BRI AR finchiigtit z e
| /PubTopict ) b
Fibgsn HRIMEL HiFICCD saws | [ Dump Mess...  M... /PubTogict
z z linshifabu1 2
EFSEE s WEERE RRER -j R——— T
AfiEf  (JHex  $r:3908 St + /PubTopic1
>[Tx->][18:33:49][asc] i TTeRaE
inshifabu’
0,0,Inshifabu1,0,0,data send from module & _A 418X Ll
r linshifabu1
E linshifabu1
QoSO 30-12-2022 18:33:49.668...
r . |C ata send from module HAMER
F,O,lmshifabu].u,u,data send from module A 18 D i |
N
It b MQTT fxdziz

i @I  sson Hex Base64.
BOBOEE - DHex  %iEs1e D5z - '
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6.1 F IR BY 3T A E RS T HR IR, AXERAITHOERA linshidingyuel,

hiTa S BER [ | Disconnect
B85 B B s rrmast | Subscribe Scripts Broker Status Log
HABBRS #ABRIARS 1 linshidingyue1 | Pubiish |
.]- data send fromMQTT fx EAER
RiFEE FPIMEL THHENER TiAkE

EiEEEE 1RiFEd R EE / MaTT fXEﬁﬂ}E
Matier [Hex  #lka7s
>[Tx->][18:39:07][asc]
0,1,Inshidingyue1,0
>[Rx<-][18:39:10][asc]

|0,Insh|dngyue1,data send fromMQTT fx  HAMEER [

E3SEL S EE

0,1,linshidingyue1,0
1T FERR

3.2. 5SERRSR[ER

3.2.1. MERKEANER

B MQTT BEXFRNERER, JUERRENEEF SIEESFNER MQTT WENTS,

HES5 MQTT RB[BEEZR, TELBEAREN MQTT FERER, BEEMNESH ATHWKMOD=MQTT,ALI{CR}, H
${CR} NEIEFRS,

EREZRERT, EPUMERERNEZMBENTES LNREEXSHED AT ESHANFMBRARNE, EHAE
BT ERN=THER, TPEFTIIN=THERIIE. NEMENFEES LNREEXSHEEMEER. =5
¢H{58 (productkey. ProductSecret, DeviceName) . ClientlD, E=ERX TEERENSHATEATR.

AEREZEXT, MUREBNAUUEREA, SOHETLIER, BolAS K, SRENSEEREAE, HEOERE
2R [5 MQTT BEMARS[/ERF] ----> [MQTT BERA | ENHNBEHR, HRENDARAN, HEOEFEEER (5
MQTT BEMARFERER] ----> [MQTT N EER ]| ETHEERHR,

E: BPRER, EENESYBENESR, TRMAGETETELREN ENENTFE S8 MarZ M,

x 4. WEZR MQTT SR

SHER POPVELRSS g
B IREMBER AT+ALIREGION WhIE
BWREREREM AT+ALIPRODKEY DIE
B /IREREZH AT+ALIDEVSEC i

> B AMEER s
AN BRA HESE H*W]HﬁA WA o WBIE



http://www.usr.cn/

1606 2% MQTT #{EiER

BH/IREIREBR AT+ALIDEVNAME WhIE
EF/IREIRE ID AT+ALIDEVID WIE, ID HAFPRE
MQTT BR%S 28R A AT+MQTTVER oJi%k 3.1 BAK 3.1.7, TJR{ERSIB|MAHEITIERE
PILIES - AT+MQTTSUBTP XFRZTMIR 10 MERE
RmE# AT+MQTTPUBTP XFRZMIR 10 MERE
RiE AT+MQTTMOD REHN MQTT IR KRN
RiE AT+MQTTMOD MERERXT, SAOHETUNSLKERBITUAEERER

3.2.2. WEREMARH

Hitk

=]
FOEE= “ MQTTEER

IR =B M S

=

1.RHREITANER, WESYENTES L MQTT EEARAER, RINFERE=m-EE -Topic £FIER-BEX Topic, FHi
BIRENRRAITIN topic, EHEA/a1BtHkUDKT/GM5_TEST/user/QQQ

AHLFINERONEEQBR RE! E5FE

WRETS /| REEE | R
o (RSiEE)
B& ISFIRNTIZHS

S48 EUGE b i 0] oeem

02 @J@iﬁ% 03 fRiEEE [M BERTA 05

CAIEH

|
pUUE]ES

FERERR ProductKey =

CAT1 a1BtHrkUDKT w’E

=52

TR

ieEtEE

BRRS

OTA 7

GCHAMER | g A

BRNTREREE Q

PR PRNR SRR AR SERkLink SDK, FrEIREIHE
SHiER iEE =2
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